
As part of our continuing commitment 
to our members to provide superior 
member service, we will notify, via 
letter, members who have not signed 
onto to home banking for at least 90 
days. In order to keep home banking 
and related services (e-Statements, 
electronic bill pay, e-Alerts, electronic 
check images and check re-ordering) 
members who receive this letter 
should sign onto home banking within 
the next 30 days. Home banking, and 
related services, will be disabled after 
a total of 120 days of non-use. To 
reactivate Home Banking, members 
may simply contact our Call Center at 
800-336-2328.

Home Banking 
Security Notice

Computer 
Virus Alert!
This could affect your computer.

IMPORTANT

We have received reports from some members that their computers are 
infected with a virus that attempts to mimic typical credit union security pages, 
demanding financial information.

We will NEVER ask for your credit card number, full Social Security Number or Account 
Number to verify your identity. If you ever receive a computer screen that asks for 
any of these items of information, DO NOT comply with the request, close your 
Internet browser and call us at 800-336-2328. Please make sure your antivirus 
software is up to date to prevent against these viruses.

What makes this virus so dangerous is that it can imitate many of the security features legitimate websites 
typically use to alert a visitor that they are viewing a secure page. If affected by this virus, you might be 
directed to a false Web page that looks similar to one you intend to visit, including actual images and similar 
page design. The virus is commonly called “Zeus” and is relatively new. This is what the Times of London has 
written about the virus:

“The virus known as Zeus or Zbot Trojan, bypasses security safeguards to record online bank account details, 
passwords and credit card numbers. it also copies passwords for social networking sites before causing each 
computer to forward the data to servers under the control of the hackers. It has emerged in several guises, 
including a false Facebook page that encouraged users to download a software update.”

How it works: Once your computer is infected with the “Zeus” virus, it waits for your Internet browser to 
request a secure online banking page. It then redirects your browser to a false site that includes “screen shots” 
of the legitimate site so that the user suspects nothing is wrong. The false site may include a secure sign-in 
block that, when used, prompts the user for multi-factor authentication information much the same way that 

a legitimate secure site often will. At this point, the false site is attempting to get the 
user to enter personal information such as a credit card number, expiration date, PIN 
number, etc.

If you encounter similar screens when attempting to log into Home 
Banking, please DO NOT enter any personal infomation. Close your 
browser and call us at 800-336-2328 for more information.

Please make sure your antivirus software is up to date. Once your antivirus 
software is updated, please make sure to run a system scan.



All locations except West Branch II
  Lobby    Drive-Thru
Mon.-Thurs. 9-5 8:30-6
Friday  9-6 8:30-6
Saturday  Closed 8:30-1

West Branch II – 3177 West M-55
  Lobby    Drive-Thru
Mon.-Thurs. 9-5 8-6
Friday  9-6 8-6
Saturday Closed 8:30-1

After hours call the appropriate 
emergency number listed below:

To Report Lost or Stolen Cards:
ATM or ATM/Debit Cards

888-241-2510
VISA® Credit Cards
1-800-991-4961

To Report Lost or Stolen Travelers 
Cheques/Money Orders:

Travelers Cheques:
1-800-221-7282 (USA)

Money Orders:
1-800-542-3590

CREDIT UNION HOURS

 MISSION STATEMENT
The mission of Northland Area Federal Credit 

Union is to provide friendly, professional 
member service while maintaining mutual trust.

Wright Communications, Inc.  www.wrightdigital.net  22,500  3/10

Employee of the Quarter
Kris Hanson started with 
Northland in June of 2002. 
She is a Lending Assistant 
in our Oscoda office.
Kris was selected for her professionalism, positive 
attitude, her friendliness, compassion and 
patience with employees and members, plus her 
civic involvement as a member of the Northland 
Clown Troupe and her help with Relay for Life.

Avoid overdraft fees 
by verifying account 
balances before you go shopping at any of our ATMs for no charge. CORA, our automated 
phone system, allows you to call anywhere, anytime to check your account balances and 
transfer funds between accounts INSTANTLY!  If you have access to the internet simply 
sign on to Northland’s Home Banking service for full access to your account.  If you are 
not signed up for CORA or Home Banking, call us today! It’s FREE!

Mark your calendar! Northland’s Annual meeting will be held 
on Saturday, April 10, 2010, beginning at 11a.m. at Wiltse’s 
Restaurant in Oscoda

Annual Meeting set for April 10

We’ll be 
closed
Good Friday, April 2, 2010

Lobbies open until 1:00 pm 
Drive-thru open all day


